


EMPOWERING RESEARCH AND SCHOLARSHIP

»UAB IT Goal

=To enable research and scholarship
eminence through innovative, shared
technological advances made available to
researchers




UAB IT OBJECTIVES AND STRATEGIES

» Cultivate an e-research community

» Establish a sustainable funding and management structure
for research computing Cyber-Infrastructure and services

»Enhance existing IT services to align with the needs of the
research community

» Protect and secure electronic information and IT systems
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Informatics Building Studies

|||-.IIII
1 gmuEEEER

I & ~F

|_I—"_'1 i |
H | ll "|1| |i| gpEmnEsE 2

AT Int | ! \
ol LB 1 -
T
e I i
r 1§




UAB PRIMARY DATA CENTER

Current Data Center Options Being Reviewed
= Build New Data Center
= Consolidated Solution for HSIS and UAB IT

= New Data Center at existing UAB owned site located off West Oxmoor
Valley Rd

= Renovate General Services Building (GSB) and Miller Building
= Consolidated or Separate Solution
= Renovate GSB 2" and 5™ floor to accommodate Tier 3 Data Center
= Leasing Co-location Space (TekLinks)
= Consolidated Solution for HSIS and UAB IT

= Rent space - Rack/cooling/power

= Remote Hosting (Dell, IBM, Oracle, etc.)
= Consolidated Solution for HSIS and UAB IT
= |nfrastructure as a Service (laaS)







FISMA AND UAB

e-Government Act of 2002 requires FISMA security compliance
for all US Gov contractors

OSP determined that UAB contracts and grants must be FISMA
compliant

FISMA requires implementation of NIST Risk Management
Framework (SP800-37) and NIST SP800-53 Security Controls

Exploring a UAB FISMA compliant core data processing
environment for research and contract support



Presenter
Presentation Notes
The Federal Information Security Management Act, Title III of the e-Government Act of 2002 (PL 107-347) requires all US Government agencies and contractors implement and follow the NIST Risk Management Framework defined in SP800-37 including the implementation of the Security Controls specified in SP-800-53; Recommended Security Controls for Fed Information Systems and Organizations.  The e-Gov’t Act and FISMA are supported by OMB which governs the use of US Treasury funds for US Gov Agencies and Organizations.

The Office of Sponsored Programs reviewed all UAB’s current signed contracts and grants (~21 documents, ~$44mil) for inclusion of FISMA language.  All contained such or similar language.  UAB’s main funding agency, NIH, was contacted concerning FISMA compliance and they stated that all contracts and grants (both current and future) must be FISMA compliant and increasing attention is being given to compliance audits and reviews.  

Improving our compliance to a level which better conforms with FISMA requirements is not a trivial task; however, UAB IT Security has been working with many of the open contract/grant PI’s to assist them in improving efforts toward compliance.  As part of this effort, we are exploring implementing a FISMA Compliant Core Data Processing Environment based on our needs,  and other Universities who were found to be not fully compliant, worked with NIH to develop a more compliant environment, and have subsequently “passed” an NIH audit for compliancy.  We hope to have a proposal for this Core data processing environment soon.


PRESIDENT’S SECURITY FORUM

Interdepartmental, inter-discipline team appointed July 9t
Objectives

#1 Conduct a campus-wide security risk
assessment

#2 |dentify all servers & information
assets on campus

#3 Implement appropriate risk mitigation actions

#4 Provide periodic reports including breach
information



Presenter
Presentation Notes
SF established by the President’s Office on July 9th to address improving the overall information security of campus servers, databases, and information repositories.  Over the past several years UAB has been the victim of several external attacks, sensitive information disclosures, and other incidents which formed the basis for this action to review our IT security posture and defenses.  This committee is charged with four tasks focusing on identifying risks and deficiencies, building an inventory of servers and databases, implementing appropriate mitigation strategies and action steps, and providing progress reports.

The appointed members of the Security Forum are… Drs. Franklin Tessler, Julio Rivera (co-chairs), James Willig, Gerry Glandon, myself, and Mr. Gary Warner and Mr. Don Fast.  Some the initial discussions held so far include determining the necessary steps to locate and inventory all servers on campus, addressing improving faculty, staff and student IT Security awareness, conducting daily vulnerability scans (94,000+ IPs), analyzing data for quick mitigation actions, and others.





IRAP - INTEGRATED RESEARCH ADMINISTRATION PORTAL

Implemented - External Interests (CIRB); @‘ed ReSeo

Proposal Tracking (OSP); SPIN, SMARTS and g'%\k /X
GENIUS =

e >
VWS

= View information on grants/contracts where you are the ﬁ, ( ﬂ‘ g
Pl or named on the project

— View your current conflict of interest disclosure information

— Find funding opportunities via SMARTS and SPIN

— My Profile - update information about your research interests,
publications, store CVs and Biosketches

 Implementing - Technology Transfer (RF); Lab Animals
(IACUC); Human Subjects (IRB)







UAB IT Support for Research
Computing FY09 - FY13

$1,200,000.00

51,000,000.00

$800,000.00

$600,000.00

Amount

$400,000.00

5200,000.00

5_

FYoS FY10 FY1l FY12 FY 13
B Budget| $515,000 | $845,000 | $758,000 | $885,000 | $995,000
—pctual | $512,000 | $629,000 | $799,000 | $845,000 | $995,000
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